Abstract: Privacy and trust in wireless networks have attracted plenty of attention in the information age. Various types of high-complexity stream ciphers are exploited for providing security in Global System for Mobile communication (GSM) cell phones. Therefore, this paper proposes a new algorithm, which combines the Vigenère cipher, Linear Feedback Shift Register (LFSR) and one-time pad (OTP), to reduce the computational complexity as well as improve the system security. Beneficial from the combination of their advantages, our proposed algorithm makes attack process more complicated. Particularly, when the Vigenère cipher is expanded to include alphabets, symbols, and numbers, it will become safer and difficult to be broken using frequency or brute force methods, etc. The alphabet entropies of plain and cipher texts are calculated and compared. In addition, the cipher text space is further expanded. The numerical results, obtained through JAVA programming language, illustrate that the proposed cryptosystem is safer than the conventional Vigenère cipher. Keke Wang is currently working towards the Master degree at School of computer science, JiangXi University of Science and Technology, Ganzhou, China. Her current research interests include cryptography and network security, coding theory, and information theory.
INTRODUCTION
Claude Shannon first introduced the two terms, diffusion and confusion, to capture the two basic building blocks for any cryptographic systems (Claude, 1949) . His idea was to thwart cryptanalysis based on the statistical analysis. The cryptography allows two customers to exchange messages that the others cannot indentify. Companies and operators usually use this technique to keep their data secret during transmission (Kadry, 2010) .
Recently, a large number of encryption algorithms have been proposed. Some are extremely cheap but unsafe such as stream cipher while some are safe but expensive like AES. Some are easy on encryption but have heavy computation during user revocation like Identity-Based Encryption (IBE) and Attribute-Based Encryption (ABE) . To sum up, high price should be paid in order to ensure the safety of system. However, different data has different characteristics, thus they need different encryption techniques to protect the important data from attack (Mohit, 2010) . In current networks like wireless network, there exists huge amount of information to be exchanged. Most messages request low cost to keep safe, such as normal XML documents, which are widely used for the document storage and exchange over the internet (Zhang et al., 2014) . For these messages, a feasible and easy implementation solution is necessary for the common users (Meslhy et al., 2013) .
Symmetric key encryption algorithm becomes the first choice due to its simplicity and low cost. Even the implementation of many symmetric key encryption algorithms is usually inefficient, but satisfactory performance can be achieved with Field-Programmable Gate Array (FPGA) and Australian Securities and Investment Commission (ASIC) now (Abdellatif et al., 2014) . Furthermore, the robustness of stream ciphers has been proved to be resistant to the attack if they pass the statistical tests (Maytham 2013) . The stream ciphers are also employed in many applications such as Secure Socket Layer (SSL) and Wired Equivalent Privacy (WEP) protocols, thus they can be easily used in mobile communication network (Stamp, 2011) . WEP is a security protocol that was designed to make a wireless local area network as secure as a wired local area network. However, WEP is a seriously flawed protocol, where the wireless access point shares a single symmetric key with all the users. In this paper, a lightweight and efficient encryption scheme is investigated. The encryption scheme can be used in GSM cell phones. GSM uses a stream cipher to encrypt the data because of the relatively high error rate in the cell phone environment. The encryption scheme can also be used in image encryption on mobile phone (Setyaningsih et al., 2012) . The security problems mainly appear on three sections, i.e., encryption process at the sender, decryption process at the receiver and the transmission process (Omolara et al., 2014) . There exist many transmission mechanisms used to ensure the security of the transmission over Electronic Product Code (EPC) network . Among all these mechanisms, the cost of data transmission is proportional to the amount of the information. In order to decrease the transmission cost and improve security, two tasks have been done in this paper.
The first task is making the length of the cipher short. The length of the key is controlled to prevent duplication of the cipher text . Therefore, making the cipher short can cut down the cost. The introduction of recursive loop operations on the original password generates a new password with a long length (Mashhadi et al., 2015) . The second task is increasing the complexity of the encryption process. We take the existing algorithms' advantages to find a better encryption algorithm. Since attacking the Vigenere cipher is based on the frequency of the letters in the cipher, making the letter uniformly distributed is the main purpose of this paper. To the best of the authors' knowledge, the Linear Feedback Shift Register (LFSR)-based stream ciphers offer a rather simple structure particularly suited for a low hardware complexity implementation of symmetric encryption algorithms (Pasalic, 2009) .
Based on the above ideas, a new encryption algorithm has been proposed in this paper to provide security to the information. Moreover, the cipher text space is expanded to 36 symbols including digits, the results of which are compared with the original 26 symbols cipher space. Furthermore, this algorithm can be readily applied to practical software systems (Shakshuki et al., 2005). This work aims at making the cipher key uniformly distributed in each encryption step. The paper has the following structure: Section 2 describes the existing and related work to the proposed algorithm. Section 3 introduces the proposed new algorithm. Section 4 presents the analysis of the proposed algorithm using numerical results. Extension of cipher text space is presented in Section 5. Conclusions are drawn in Section 6.
RELATED WORK
Our proposed algorithm is a symmetric and stream cipher combined of the Vigenère cipher, LFSR, and OTP. The Vigenère cipher is one classical low-cost stream cipher; the LFSR method is applied to improve the efficiency of the confusion; and the OTP is the only provably secure encryption algorithm.
Stream Ciphers have been widely used in wireless network, especially for voice encryption (Yang 2009) . Their encryption process is easy, fast and of low cost.
Vigenère cipher is a well-known stream cipher, which encrypts message by using a series of different Caesar ciphers based on the letters of a key. It converts the letters a-z in the cipher key and plain text to the numbers 0-25. In other words, the letters of the plain text plus the letters of the cipher key modulo 26 comes to the cipher (Natarajan et al., 2011) . The Vigenère cipher has been regarded as safe enough for quite a long time, but it was eventually broken. People found that if the plain text is much longer than the length of cipher key, the frequency of the letter can help to find out the length of the cipher key, and then decrypt the cipher.
Encrypt P using the cipher key K,
(1) And decrypt C is performed similarly using the key K,
Where P = P0 … Pn is the plain text, C = C0 … Cn is the cipher text, and K = K0 … Km is the cipher key.
The frequency of letters can be reduced by adding the number of the characters; the Vigenère cipher can be modified from the original 26 characters to the alpha-qwerty cipher which consists of 92 characters, including digits and some other symbols. These characters are commonly used in the English language and can be input from a computer keyboard. The formula description of the extended version is similar to the original cipher. It uses modulo 92 instead of modulo 26 and cipher text Ci is derived using a sequence different from plain text sequence Pi (Kester ,2013; Kester, 2012) . Encryption:
If the length of the key is as long as the plain text and without repetition, it will be very hard to break like OTP cipher (Babu et al., 2010) . This is also utilized in our research. A short cipher is generated first, and then is used to generate a long cipher by logical operations. If the generated cipher key is without repetition, or its length is longer than that of the plain text, the regularity of the cipher will not be found out. Therefore, the plain text will be safe (Wilson et al., 2006) . The long cipher has been generated by LFSR. Moreover, LFSR can be easily implemented in hardware and can be readily analyzed mathematically. It provides very good security for transmission (Murali et al., 2008) . It is often used to generate the pseudorandom bit sequences in cryptosystem to make the system as much secure as OTP (Golomb, 1967; Razzaq et al., 2012) .
There is no absolutely secure encryption method in reality. If the cost of attack is higher than the value of information itself, the attack will be meaningless. Trying all the probably keys, called brute force method, can break any kinds of cipher (Priyam, 2015) . The weak point is that it needs the highest cost. Actually, the frequency of the letters in the cipher text can help to break a Vigenère cipher. Thus, distributing the letters uniformly can improve the security of the system. The proposed method will use new successive keys, which depend on the initial key at each encryption step. The decryption is just the inverse process of encryption. Based on these basic theories, many encryption algorithms have been proposed and all of them are very creative, for instance, adding random padding to each byte of stream cipher (Wilson, 2006) . However, this method increases the size of the cipher text. Thus we present a new method without changing the size of the cipher text.
DESCRIPTION OF THE NEW ALGORITHM
Following (Razzaq et al., 2012) , we exploit LFSR to produce a key using K i+1 =K i +K i-1 . Furthermore, we propose a new method that a short key was generated first, which will be used to generate a new cipher according to the length of the plain text. The generated key will be as long as the plain text.
The mathematical formula of the new algorithm is given below:
Where n is the length of the cipher key, Ki is the letters of the cipher.
The decryption process has an inverse operation of encryption in order to decipher the cipher text. The following is the detail of the encryption and decryption process. In order to evaluate the proposed algorithm, there are two performance metrics to analyse. The first one is the period of the generated cipher. It must be non-periodic and irregular. It has been proved that the formulation designed in this paper can be achieved because the ciphers we get have a fix period. For instance, if the length of the original cipher is 3, the period will be 168. If the length of the original cipher is 4, the period will be 420. If the length of the original cipher is 5, the period will be more than 20000. The period will increase nonlinearly with the length of original cipher. Furthermore, with the Vigenère cipher expanded to include alphabets, symbols and numbers, the period will be much longer. Obviously, the biggest advantage of the new algorithm is that the sender can choose the shortest cipher according to the length of the plain text and meet the aim of security. The second advantage of the new algorithm is hiding the frequency of the letters in the cipher text.
Encryption and Decryption
The Vigenère cipher was considered unbreakable for nearly 300 years, but finally it was broken successfully by analyzing the frequency of the letters in cipher text. While the plain text is much longer than the key, the key will eventually encrypt the same alphabets previously encrypted by the key. This creates a small pattern of repeating groups of letters. If letters in cipher text are uniform, the attack will be invalid. The experimental results show that the new encryption algorithm almost reaches the goal. The experiment data is shown as follows.
Plain text: Abstract information security is more and more important in a firm's information systems. How to value the information security technologies is an important research issue recently. In this paper, the evaluation model of information security technologies is proposed based on game theory. And the information security technologies include firewall, intrusion detection system and intrusion tolerant which construct the three layers architecture. First, the value of intrusion detection system is presented .Then the relation between firewall, intrusion detection and intrusion tolerant is analysed. It is found that the detection rate and false alarm rate are affected by the performance of the firewall. Research results show that the configuration of the information security technologies determines whether these technologies realized a positive or negative value. Intrusion tolerant is determined by the loss incurred by intrusion, the cost of the redundancy of the system, and performance of firewall and intrusion detection. It is important to a firm by optimal configuration for information security technologies.
Cipher key 1: true Cipher key 2: label Frequency comparison between the proposed cipher and the traditional vigenère cipher is given in Table 1 and Fig. 1 . Fig.1 shows that the frequencies of the letters are almost uniform (Razzaq et al., 2012) . In addition, if the cipher is longer, the letters will be more uniformly distributed. To the same plain text, if the cipher length extended to 5, such as label, the Index of Coincidence (IC) for a given alphabet will be smaller (Kartha et al., 2014) . Regarding frequency analysis of the cipher text, the new algorithm is more difficult than traditional classical cipher. The English alphabet frequency, Vigenère cipher frequency and proposed cipher frequency are stated in the Table 1. Fig.  2 gives the frequency comparison of the proposed cipher with length four and five letters. From the Fig. 2 , we easily know that there exists small difference between length four and five.
Fig. 2. Frequency Comparison between ciphers with different lengths
Obviously, small cipher produces large or unknown periods. Thus, it is difficult to break the proposed cipher compared to traditional Vigenère cipher. The expression of IC is in the form of
Where N is the length of the text and fi is the number of each letter. When the IC is smaller, the frequency will be more uniform. However, the effect will be very small when the cipher length is long enough, which means the period of generated cipher is longer than that of the plain text.
IC is computed according to (7). The IC of an arbitrary string of English text is 0.065, but for a random string alphabet, the IC is 0.038. Thus, if the IC is closer to 0.038, the more likely that we have a random polyalphabetic cipher. The aim of our encryption method is to make the frequencies of plain text become more uniform distributed or nearly the same for each letter, that is to say, the IC is close to 0.038.
Chi-square test is the degree of deviation for a statistical sample between actual observation value and the inference theory value. The Chi-square value is calculated by
When Chi-square value is smaller, the deviation is smaller. If the actual observation value is completely equal to the theory value, then the Chi-square value will be 0. Variance is a dispersion degree measure of discrete random variable or a set of data. Variance in probability theory is employed to measure the degree of deviation between random variables and the mathematical expectation (i.e. mean)
(10) According to the formulation (9), the greater the variance, the greater the data distribution dispersed.
Entropy is a measure of uncertainty, pi is used to express the uncertainty probability of the emergence of information i. The whole information uncertainty (with n letters) can be expressed by formulation (11).
Where K is a constant, here, K =1.When the occurrence probability of each letter is equal, pi =1/n. S gets the maximum value 4.700, that is, the entropy reaches the biggest value 4.700. The more equality of the information, the greater the entropy will be. The alphabet entropy of new encryption algorithm approximates to the maximum entropy. From the definition of entropy, Table 2 demonstrates that the new encryption method is stronger. The IC of new algorithm is much smaller than that of the original Vigenère cipher, and there is a larger deviation in the new encryption method compared to that in Vigenère cipher. In a normal English text of alphabet a-z, the standard deviation is normally 3.80868 and the variance is 14.50603 (Kester et al., 2013) . Both of them have been improved obviously in the new proposed algorithm. Moreover, when the length of the cipher is increased from 4 to 5, the deviation has minor improvement.
EXTENSION OF CIPHER TEXT SPACE
As it is mentioned above, if the cipher text space is expanded to 36 symbols (include 26 alphabets and 10 digits), the key period will be longer and it will greatly increase the security of the cipher. Furthermore, if both the cipher text space and cipher key space are expanded to 36 symbols, the cipher will be safer, which is demonstrated by the experimental data. The frequency of the alphabets has changed in Table 3 (the same cipher key encrypts the same plain text).
Many data has been calculated to make a comparison of different encryption spaces, shown in Table 4 . It can be figured out from the entropy of the cipher text that the method greatly increases the security of the cipher. If the cipher text space consists of only 26 symbols with length five cipher key, the entropy of the cipher text is 4.6734. However, when only the cipher text space has been expanded to 36 symbols, the entropy of the cipher text is 5.0824. While the cipher key space is also expanded to 36 symbols, the entropy of the cipher text is 5.1289, which is larger than the other two values. It indicates that the cipher text become safer. The distribution of the symbols in the cipher text will be more evenly. When the cipher text space has been expanded to 36 symbols, the maximum entropy of the cipher text is 5.1699. Meanwhile the entropy of the cipher text with the proposed encryption method is 5.1289; it is close to the maximum value. 
CONCLUSION
The proposed encryption method has smaller IC which indicates a stronger approach of the new algorithm. We employ the original cipher to create a new cipher, whose period is longer than that of the plain text. Therefore, the security has been improved as long as the length of the cipher is enough. It is meaningless to increase the length of the cipher anymore. The proposed encryption method is a modified combination of the Vigenère cipher, LFSR and OTP. The purpose for this method is to improve the security of the information communication while keep the stream cipher's low cost property. OTP is safe but it is difficult to implement, thus the new algorithm in this paper is trying to resolve it. The experimental results show that the algorithm has been significantly improved compared to the conventional. The proposed solution has been found to be secure for frequency analysis attack since the key period is larger than that of the plain text. Meanwhile, in our proposed algorithm, calculating the shortest length of the cipher could cut down the transmission cost. Increasing length of the cipher results in safer transmissions. Furthermore, the cipher text space has been expanded. In this case, the symbol distribution of the cipher text will become more evenly and subsequently the security will be improved significantly. Furthermore, the proposed encryption system can be applied to email and communication systems as well.
